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TUV Rheinland Catalogue of Requirements for Protected Privacy loT Service

1. Purpose /HE

This decument describes evaluation requirements for the certification of Protected Privacy loT
Service as defined in the scope for TUV Rhelnland China Mark approval, for below keywords /
FXAE T TUVIER  BIR B A ETE B 52 U0 TR & SRR RIPAERPER, EHFUT
R

Protected Privacy loT Service
loTHR % FmAL e

TUV Rheinland catalogue of requirement 2 PfG CH 0003 for “Protected Privacy loT Service" is
newly created as there is no GB, GB/T, EN, IEC or iSO standard applicable for the specified prod-
ucts/services. The "Protected Privacy loT Service” examination is intended to give a service pro-
vider the option of obtaining a quelified statement that the personal data of his customers are well
protected and transparenfly processed for the customer. The examination also evaluates to what
extent the service provider implemented processes and measures to prevent security incldents

and, if necessary, can respond appropriately. The requirerents to be met by a service provider
are described in more detail in this document.
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2. References/ 3|8

The following documents, In whole or In part, are normatively referenced in this document and
are Indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amend-
ments) applies.

THALMEHL XHESXAPAEE A, MHUARLFTIH. AEBFEDMNI A,
RESIAMBAER. ARRERMSIAXH, KRFRE (BEEFEIT) SH.

General Data Protection Regulation
BASERIER
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ISC 27001 Irformation Security Management Systems

EERATHER
3, Scope of application / FiiE

The requirsmarits specified in this catalogue of requiremant apply to Protected Privecy loT Ser-

vice. / % BEHEHERER FoTHEA KBRRP.

4, Definitions § 8.

"End User | The end user is & natural person who uses the loT product along with the
RyRE M service to be ceriified.
ERZIER loT RS HAA

EXT-VP EXT-VP acts &@s the person responsible (in accordance with Article 4 (7) of
the GDPR) towards the end user and as the principal vis-&-vis the service
provider.

R GDPR Art.4 (7)HER, WEAREFHATRA, BRBRFREAEHREA

foT product | The IoT product is the certification-related device that is operated by the end-
loT 7= & user and provides data to the service being certified.
HAME P EBE, FEaBERRSRERE, SIMEHEXHTE.

Service Service includes the service provided by the Service Provider to provide end-
R4 users with added value by transmitting and processing data to and from sys-
tems by the loT Products.
B IR RAEEN loT B A RGERTLELIE, RESZRE PRI ER
%,
Service Service Provider is the company that provides the service to be certified.
Provider BRHUZNERRENAT
REFROEE

5. Required aspecimens, documents and evidence / i RUSUIEREA . SCARHER

The applicant has to provide representative loT product/ loT service and corresponding pro-
cesses available for all tests and evaluation. For certification the exact address of product/ser-

vice provider must be named / B i A A R GHE A FRARPEN K10T 7 &/ loTHR S R % R HIAE
F(WAB. EP LY RAR R/ RS ROE B A hh AR .

The applicant has to provide the following information (if applicable})
B ALFREATER (OERD -

- Exact product name and description / #E8 B7= &/ BE %46 SR AR
- Name and address of product/service provider / =&/ fRZ R 4EH 1 2 FFnshht
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8. TUV Rheinland Mark (Template) / TUV ¥ ifE (BUg)

}i"rotected R
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7. Requirements / B3R

The catalogue outlines the main requirements of the service, underlying processes and neces-
sary hard-ware (ioT product). The data protection requirements are also enumeratsd. The de-
scription focuses solely on the key aspacts. The aspects for examination are detailed in
GDPR.

ZEREMRT RSN EEER, EMHERDEMNRE(WBNR). BFETIREHER.
B—#RAEETXRENE. REFEAZRLGDPR.

Sy MRS ... | Ref:180 21001
] 1 erptogrgphy quuirements L Ref BSI NIST
2 Requirements of iha Service Pravider‘s Network Archftec- E
% | ture Ref, !SO 27001
. 3 Requirements relating to the Service Provider's Use of laas
' services Raf ISO 27001 ]
4 | Data Storage and Data Communication Requtrements Re,f:. ISO 27001
_ 5 | Requirements on the Conformity Certificate of loT Devices - Ref: loT Certifioate
. 6 | Requirements oftbo Service Prowdeu‘s Datébasgs . Ref: ISO 27001
7 | Configuration Requirements of the Service Provider's Net-
work Compongnts - Ref: ISO 27001
8 Configuration Requirements of the Serviee Provider's Sys-
' | tems Ref: 180 27001
a Requirements on the Conformity Certificate of the ioT Con-
figuration - Ref: loT Certificate
10 { Identity and Authorization Management Requirements | Ref: 150 27001 ’
11 | Web Application Requirements Ref: Pe nefration Test
12 | Mobile Applications (Android, iOS) Requifements Ref: Penetration Test
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Reguire T\ents of the Ser\nw F‘rm,'u:ltizr'= Y-hy sicet S@ urity

| 18 | Reaemmants cfin S P : 130 27001
L 14 ! Dats Gentre Availability Requnrements 150 27001
- ; — - : _I
15 | Servica Provider Back-up Requirements Ref: 180 27001 ,_
18 | Patch and Vulnerability Management Requirements Ref: 18O 27001
B 47 | Moniteiing Requirements for the Service Provider's Sys- Raf 10 27-005
fems
18 Requirements of the Conformity Certificate concerning the | Re: 1SO 27001
Decumentation for Consumers
19 Requirements in Emergency Management at the Service Ref: 1S0O 27001
Provider
op | Requirements of incident Management at the Service Pro- | Rat: 1SO 27001

vider

21 Sgg:lirements of Change Management at the Service Pro- | pef: 1SO 27001

Ref. Art. 6 para. 1 DSGVO
Ref: Art. € (1) (b) GDPR
Ref. Articte 30 sentence (1)

22 | Requirements of Data Processing by the Service Provider Refgzze 30 sentence (2)
GDPR

Ref: Art. 28 GDPR
Ref, Art 42 DSGVO

23 | Requirements for Order Processing Ref: 1SO 27001

24 | Organizational Requirements Ref: 1SO 27001

25 | Requirements of the Service Provider's Employees Ref. 1SO 27001

Requirements of the Service Provider's Technical and Or-
ganizational Security Ref: IS0 27001

26
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