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loT/™ it L) P42 il ke Ja ok
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ETS| EN303645 | 10T/ fhreleasefiALlE | 2. SCERMAER 7 Y
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4. HAhZzE K B Ak
B2
No. Reference Table B.1 Status Technical
/Process
5.1 5.1 No universal default passwords ;Z5iEREIARE
Where passwords are used and in any state other than the factory default,
all consumer loT device passwords shall be unique per device or defined
5.1.1 | by the user. MC P+T
(MC, in the case passowords are used)iISR{FEA%ERS , FEERTI BAZI
FMEEAST |, ArBIHEE loT REFBIENES MREHE—AIEHAPENH.
Where pre-installed unique per device passwords are used, these shall be
generated with a mechanism that reduces the risk of automated attacks
512 against a class or type of device. M C T
(MC, in the case pre-installed passwords are used )ANIER{FERTRS L LENTN
IREBME—ERT , NN ER—MEIERIXEERD |, LU BaIERE—XKa R —
KEIGERINGG.
Authentication mechanisms used to authenticate users against a device
513 shall use best practice cryptography, appropriate to the properties of the M T
technology, risk and usage. (M)AFEIHEERARME. XEGFIGERA , XIAF
I TEH IR S MO I EI N ERRELHARESHIZES.
Where a user can authenticate against a device, the device shall provide to
the user or an administrator a simple mechanism to change the
authentication value used.
514 . . . L MC P
(MC, in the case the device allowing user authentication)
MRAFFELREFHTEDIGIE | IRENE AP EERREMS—ME R
KEXFRERNSMHIIHE. (FIa0 | RETREUESERD )
When the device is not a constrained device, it shall have a mechanism
available which makes bruteforce attacks on authentication mechanisms
5.1.5 | via network interfaces impracticable.(MC, in the case the device is not M C T
constrained) HiFBAEFLIRAVGEN ( BRFINNERE )  EREE—H
HUEIREEE B ORI SO IS TS ( BNBERAT8EEI )
o 5.2 Implement a means to manage reports of vulnerabilities ZCI EIERERRESHY
FE
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The manufacturer shall make a vulnerability disclosure policy publicly
available. This policy shall include, at a minimum:
« contact information for the reporting of issues; and
5.2.1 | s information on timelines for: M P
1) initial acknowledgement of receipt; and
2) status updates until the resolution of the reported issues.(M)HNERRIZY
THiESSIMHREEBER | BUREEARSHAAISHANAT | IREEH , BERIRIR.
525 Disclosed vulnerabilities should be acted on in a timely manner.(R)1%ZEHY R b
RIS AN B FERRAT SRENAYI TA)
Manufacturers should continually monitor for, identify and rectify security
vulnerabilities within products and services they sell, produce, have
5.2.3 | produced and services they operate during the defined support period.(R) R P
FHERRAMTIEN, ERRFUIEREE, £/, - ENErI B RS FRY
PRSP Z R,
5.3 5.3 Keep software updated REFEHERE
531 All software components in consumer loT devices should be securely R b
updateable.(R)IRE_EAVRE N R RAIBE R EEH
When the device is not a constrained device, it shall have an update
mechanism for the secure installation of updates.
532 . . . . M C P+T
(MC, in the case the device the device is not constrained) 4§ B A~E2ZLAHR
IRERS , ENEEATREREEHAEFS
An update shall be simple for the user to apply.
5.3.3 | (MC, in the case an update mechanism is implemente) &z {5 it A M C P
RZAE.
Automatic mechanisms should be used for software updates.
5.3.4 | (RC, in the case an update mechanism is implemented)#{4- B R{FFEEEN RC P+T
AL
The device should check after initialization, and then periodically, whether
security updates are available.
5.35 . L RC P
(RC, in the case an update mechanism is implemented)
RENEVRUEIREBNES , AEEHMERREREEN.
If the device supports automatic updates and/or update notifications,
these should be enabled in the initialized state and configurable so that
the user can enable, disable, or postpone installation of security updates
and/or update notifications.
5.3.6 . . . RC P
(RC, in the case the device supports automatic updates and/or update
notifications and an update mechanism is implemented )A1RIREIFEE)
SEHTFN/EEFTEA , MINAAMIBORS NERMAIEEDRE | LMERFRERE
F. ZAEERR LT S BEH/EEEA.
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537

The device shall use best practice cryptography to facilitate secure update
mechanisms.
(MC , In the case an update mechanism is implemented)

IRENERREMIEINERA | LUEFZ2RIEHLH

MC

P+T

53.8

Security updates shall be timely.
(MC, in the case an update mechanism is implemented)Z& & EF M K BT

MC

539

The device should verify the authenticity and integrity of software
updates.
(RC, in the case an update mechanism is implemented)

IRENIDIEARA BFRIE TR

RC

P+T

5.3.10

Where updates are delivered over a network interface, the device shall
verify the authenticity and integrity of each update via a trust relationship.
(M, updates are delivered over a network interface and an update
mechanism is implemented){ISREFEIT MEREOEIE | REMBIEEXRR
KFEX BRI RSN E

P+T

5.3.11

The manufacturer should inform the user in a recognizable and apparent
manner that a security update is required together with information on
the risks mitigated by that update.

(RC, in the case an update mechanism is implemented)
FNEBRLARNRBIFIBENANBNBR | SR ITREEN , FHRARTIZE
HETRAR AN ERYER.

RC

53.12

The device should notify the user when the application of a software
update will disrupt the basic functioning of the device.

(RC, in the case an update mechanism is implemented)

LR R EFTERENR EAIE AR | IREBAEMAF. (KBRS EHX
WAIER )

RC

5.3.13

The manufacturer shall publish, in an accessible way that is clear and
transparent to the user, the defined support period. (M)&&Rs R LA &R
FIEBRRY AT GRS N AT A ERTSTHFHA

53.14

For constrained devices that cannot have their software updated, the
rationale for the absence of software updates, the period and method of
hardware replacement support and a defined support period should be
published by the manufacturer in an accessible way that is clear and
transparent to the user.

(RC, in the case software components are not updateable and the device
is constrained) 3 FREBHHEKMAIZIRIRE | SHERNIABFBEREEBEN
BT REHEHIER. S ERSIFAIEARMT AR R ERTSTFHARR

RC

5.3.15

For constrained devices that cannot have their software updated, the
product should be isolable and the hardware replaceable.

(RC, in the case software components are not updateable and the device
is constrained) 3 FREEHEKMHAIZIRRE | FFRAZAIIRER , BN AT
B

RC

5.3.16

The model designation of the consumer loT device shall be clearly
recognizable, either by labelling on the device or via a physical interface.
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(M)iEBEBYIEAIRERIEL S ZRNIEIT IRE LAY RS SiBITYIR R E IR
Bl

54

5.4 Securely store sensitive security parameters Z2{FEBERESE]

5.4.1

Sensitive security parameters in persistent storage shall be stored securely
by the device (M)IFAFMEFRIEUR LSS ( token key ) N HIREFFRIFF %
EEZR

P+T

542

Where a hard-coded unique per device identity is used in a device for
security purposes, it shall be implemented in such a way that it resists
tampering by means such as physical, electrical or software.

(MC, in the case of a hard-coded unique per device identity is used for
security purposes)iR A% S BNMER S ERIEH RIS RIS MRS
R, NLABGIEEIIYE, BSEdSEFRENAIS L.

MC

543

Hard-coded critical security parameters in device software source code
shall not be used.(M) R MEERRBEXRMHFABHIERISKELE S,

544

Any critical security parameters used for integrity and authenticity checks
of software updates and for protection of communication with associated
services in device software shall be unique per device and shall be
produced with a mechanism that reduces the risk of automated attacks
against classes of devices.(M) A7 BERIRBEZEIBBENXE , (HEUXER
SSHATEMRE , EXHGE , WHEFIRIPEBRENER | RIEXRS
PR M MR BRI~ HE=4

55

5.5 Communicate securely Z2ith;3iH

5.5.1

The consumer loT device shall use best practice cryptography to
communicate securely.(M);E#E# loT IREN{FHAREMEELIHTRDERE

P+T

5.5.2

The consumer loT device should use reviewed or evaluated
implementations to deliver network and security functionalities,
particularly in the field of cryptography.(R)EZ8 & ¥IEt IR E M ERRITHE
BHERYD USRI N B TR £T08E | 155 RERRF . HEATN
FRIRSZAIRERER /MR

553

Cryptographic algorithms and primitives should be updateable.(R)ZmB&E%
MIERR AT BT

554

Access to device functionality via a network interface in the initialized
state should only be possible after authentication on that interface.(R)E#]
RS RIS RNEREOSEIRERITEE (R ) |, REEZEO LHITSHE
A AT

555

Device functionality that allows security-relevant changes in configuration
via a network interface shall only be accessible after authentication. The
exception is for network service protocols that are relied upon by the
device and where the manufacturer cannot guarantee what configuration
will be required for the device to operate.(M)i&%I18E , REEAIEREARGS
8, MBI MEEOANEEH TZEERER, FIIMER : WEEIRSS Y
TR RIX MRS |, MhIEE A RIEREWIERECE.

5.5.6

Critical security parameters should be encrypted in transit, with such
encryption appropriate to the properties of the technology, risk and
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usage.(RFEEBIS TN INE R BL LS, FNRERASE. XSRS
BTN,

The consumer loT device shall protect the confidentiality of critical
557 security parameters that are communicated via remotely accessible M T
"7 | network interfaces.(M)iHZ & VI MR AR BT ITIEAIDIRLS B SHY

K eSHHEL.

The manufacturer shall follow secure management processes for critical
5.5.8 | security parameters that relate to the device.(M)HIEEMERSIZEEXH M P
KRELZESHNTEEME.

5.6 5.6 Minimize exposed attack surfaces B2FVREEBHNIERE

561 All unused network and logical interfaces shall be disabled.(M)Fr&E><{&F M T
o IR FIE iR N ZE

In the initialized state, the network interfaces of the device shall minimize
5.6.2 | the unauthenticated disclosure of security-relevant information.(M){E#J%a M T
LRET |, BEOMNEZONREH D RSN ZSEXEENTE.

5 6.3 Device hardware should not unnecessarily expose physical interfaces to R T

attack. (RYIREEHARIZAV IR EYIREOLIZIRE

Where a debug interface is physically accessible, it shall be disabled in
software.

5.6.4 . . . . . s MC T
(MC, in the case a debug interface is physically accessible)dNERiFi{iZEOEY

EeNpRR  MNERE PSR

The manufacturer should only enable software services that are used or
5.6.5 | required for the intended use or operation of the device.(R)F &R RS R T
TS E KA TR EROTEA IR R PR IRSS

566 Code should be minimized to the functionality necessary for the R T

service/device to operate.(R)MREIRHIRS iR EIZITATRIIIIEE

Software should run with least necessary privileges, taking account of
5.6.7 | both security and functionality.(R)ZRERIARALEIHUSRT , FRTEEE R T
T MFITNEE

5 6.8 The device should include a hardware-level access control mechanism for R T
o memory.(Ry#HZIZ &R EIE BT HNEFI G SIRREHEILE.
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5.6.9

The manufacturer should follow secure development processes for
software deployed on the device.(R)Fi&EHMIEEIRE L EERIRIGILZESTT
RiIE

5.7

5.7 Ensure software integrity f{REEFAIZEEE

5.7.1

The consumer loT device should verify its software using secure boot

mechanisms. (R)iBZEEYBEMIZ B FEZ 25 | SRR

572

If an unauthorized change is detected to the software, the device should
alert the user and/or administrator to the issue and should not connect to
wider networks than those necessary to perform the alerting function.(R)
NSRAGMBERF R ERZIZNATEY |, IR NIRREF /s S R ERULART ,
FEANEERI I TE IR TR R AR B BRI LS

5.8

5.8 Ensure that personal data is secure IR M AFEIRL

5.8.1

The confidentiality of personal data transiting between a device and a
service, especially associated services, should be protected, with best
practice cryptography.(R)

ERBFRSZAEHINALIE | FRIREXRS | MBI REMIEINZMLA
fRiF

P+T

5.8.2

The confidentiality of sensitive personal data communicated between the
device and associated services shall be protected, with cryptography
appropriate to the properties of the technology and usage.(M)R{FRIFIRE
SEXIRS ZEBEIEEAN ABIRINEY | FRBESEARMERMERNE
B,

P+T

5.8.3

All external sensing capabilities of the device shall be documented in an
accessible way that is clear and transparent for the user.(M)i&EZRIFFBEINED
feReEe DN LA FiEHnERBRY RSB ISR T3k

5.9

5.9 Make systems resilient to outages {ERFHEI81E MR

5.9.1

Resilience should be built in to consumer loT devices and services, taking
into account the possibility of outages of data networks and power.(R) B7E
ESEIEEMN BTN RRTATBEMRIBIR T |, FHBREYNIR SRS RMHE
R

59.2

Consumer loT devices should remain operating and locally functional in
the case of a loss of network access and should recover cleanly in the case
of restoration of a loss of power.(R);HZR & ¥ BX IR NAELEMEZIENNIIS
SUNREHBITAAMINGE | FNAKRSRDERT EERE" RS.

593

The consumer loT device should connect to networks in an expected,
operational and stable state and in an orderly fashion, taking the
capability of the infrastructure into consideration.(R);&ZsZ BRI EZRILA
FREARY. AJERFROFIRSERINSH A FINEZRING | FRSEEEIEMIREAIEE
.

5.10

5.10 Examine system telemetry data {8 ERFRENEEE
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(TH B SR B 7= ) A 4.5.1

If telemetry data is collected from consumer loT devices and services, such
as usage and measurement data, it should be examined for security
anomalies.

5.10.1 . . - . RC P
(RC, in the case of telemetry data being collected)iNEREMEIEENEEES
YIEAIREFIIRSS FUCERRY | ANERFINELUE  NINIGERREFERER

o

5.11 5.11 Make it easy for users to delete user data {EFR5{ERIERE IR

The user shall be provided with functionality such that user data can be
5.11.1 | erased from the device in a simple manner.(M)R;[aFEFRALIHEE , EEAAFEL M P
TEREE LB SRR S TR E IR

The consumer should be provided with functionality on the device such
5112 that personal data can be removed from associated services in a simple R b
© | manner. (R)NEEZESE RIS EATIAE | LUERTLARG St MEXARSS s

ANEE

511.3 Users should be given clear instructions on how to delete their personal R b
7 | data.(R )Rz A BEREIRBEAMEAMIBRE N AR

Users should be provided with clear confirmation that personal data has
5.11.4 | been deleted from services, devices and applications.(R)Rz[E FFBEHEREIA R P
MAEIEC MRS, REFNFAREFHRR.

5.12 | 5.12 Make installation and maintenance of devices easy {EBEZ 4IPS {E

Installation and maintenance of consumer loT should involve minimal
decisions by the user and should follow security best practice on

5.12.1 R p
usability.(R)HZEYIEAMALRAILEF NS R B RE/VRER | FNEEL e
ERIEAJFAMESCE

5122 The manufacturer should provide users with guidance on how to securely R b
"7 | set up their device. (RYFIERINAAFRENEZ SR BHIRENES.

The manufacturer should provide users with guidance on how to check
5.12.3 | whether their device is securely set up.(R)&i&R5Rz[A B RINAG EEIR R P
ERAREIRENES.

5.13 | 5.13 Validate input data I&iFs§ \ &2

The consumer loT device software shall validate data input via user
interfaces or transferred via Application Programming Interfaces (APIs) or
5.13.1 | between networks in services and devices.(M);EZEYIEL RIS B LR IS M T
B OB N e PR (AP SRR S FIIR B ML Z B LAY
TN

6 6 Data protection provisions for consumer loT jEZEEYIBXMEIEIRRIAIE
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6.1

The manufacturer shall provide consumers with clear and transparent
information about what personal data is processed, how it is being used,
by whom, and for what purposes, for each device and service. This also
applies to third parties that can be involved, including advertisers.(M)#li&
L[ H 2R E R BEMAIERRRER | IR N ASURRINITERRY |, AMaIER |
R  LIRBTHABR , 8MREHRS. XEERTAILUSSHNE=
75 . GRS,

6.2

Where personal data is processed on the basis of consumers' consent, this
consent shall be obtained in a valid way.
(MC, in the case personal data is processed on the basis of consumers'

consent)fEiHEE RIEAIEA FAMENAZER , NSRS A BSXMEE.

MC P

6.3

Consumers who gave consent for the processing of their personal data
shall have the capability to withdraw it at any time.(M)EE&MEMN AEZRIEY
HERE N A RS IRERTEIE]

6.4

If telemetry data is collected from consumer loT devices and services, the
processing of personal data should be kept to the minimum necessary for
the intended functionality.

(RC, in the case telemetry data being collected)iNSRENEGEEMiEZREWIEL
MIREFIARSSIIERRAY | N ASRRIC IR N (RS TEATRE TR IR RIRE .

RC P

6.5

If telemetry data is collected from consumer loT devices and services,
consumers shall be provided with information on what telemetry data is
collected, how it is being used, by whom, and for what purposes.

(MC, telemetry data being collected)fNSRiZNEHEE M EZR B WIERMISZFIIR
SRR | RIEEFRERMMER | WABIEE T LR, WM ERIENEL
12, mfEERENSIELAR BT IR ER.

MC P

Status

Description

M

the provision is a mandatory requirement

R

the provision is a recommendation

MC

the provision is a mandatory requirement and conditional

RC

the provision is a recommendation and conditional




